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j
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j i



§

Enemy falling back. Breakthrough imminent. Lucius.

d

d c b a z y y d

graphikos kryptos



§

cryptology

b y y b a z z a

{a, b, c, d, e, . . . , x, y, z} −→ {A,B,C,D,E, . . . , X, Y, Z}
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Four score and seven years ago,

NURBK SUBV C CQKV E V GZV C BKCFU



§

GV V QG V Y KCM CQQBV KKWGF SCVKV B

Need new salad dressing. − Caesar

§

A − Z a

a b a

b
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b a · =

c

· · . . . · · · · = ! = .

q
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c f t e u

·

t e

n o a

n o a t e
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J
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·
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§

OJ LO

L J = e

r n o a t

he th

OJ = he LO = th

O = h L = t J = e



§

V SGLL OSCIO LGOY G,

−−−tt h−−− h t− h−−.

thought th−−−ht

S = o, C = u, I = g.
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ght

Y = i i a

n itio

N = n

·

e, t, a, o, n, r, i, s, h.

G D h i n o t e

−ition GY LY SN s r a
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LJQLO DLCNL s G

D = a G = s r a D te− th − tunt

P = l l atunt i − the

W = p p −osition

−on− lusion M = r Z = x e− p− ession

Q = d consi − er E = c

U = w the writer claimed the− riterclai− e−

V = m



§

The writer claimed by a momentary expression, a twitch of a muscle or

a glance of an eye, to fathom a mans inmost thoughts. His conclusions

were as infallible as so many propositions of Euclid. So startling would his

results appear to the uninitiated that until they learned the processes by

which he had arrived at them they might well consider him as a necromancer.

§



§

, , , , . . . ,

. . . ,− ,− ,− ,− ,− , , , , , , , . . .

Z

a − b a + b b a

a.b

a a b b �= b a

c b

a = bc.

b � a a b b|a a b

� = · |

= · +



§

a, b, c

a|c b|c a|b

a = ±b b|a a|b

a|(b− c) a|(b+ c) a|c a|b

�

d b a

b a

gcd(a, b) b a d|b d|a d

b a (a, b)

gcd(a, b)

| |

gcd( , ) = .



§

= { , , , , , , , , , , , }

= { , , , , , , , , , , , , , , , }

b a

r q b a

b

= · +

a b a

r q b

a = b · q + r ≤ r < b.

b a r q
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b a b a

a = b · q + r, ≤ r < b.

d b a d

e r

a e r b

r b b a

gcd(a, b) = gcd(b, r).

r b

b = r · q′ + r′, ≤ r′ < r

gcd(b, r) = gcd(r, r′).

b a gcd(s, ) = s

gcd( , )

b a



§

= · +

= · +

= · +

= · + ←− gcd =

= · +

a ≥ b b a

gcd(a, b)

r = b r = a

i =

ri+ qi ri ri−

ri− = ri · qi + ri+ , ≤ ri+ < ri.

ri = gcd(a, b) ri+ =

i = i+ ri+ >

log (b) +

r = b r = a

ri



§

ri− = ri · qi + ri+

ri+ ri ri−

ri− ri+ ri

gcd(ri− , ri) = gcd(ri, ri+ ) ∀i = , , , . . . .

rt+ = ri

rt− = rt · qt

gcd(rt− , rt) = gcd(rt · qt, rt) = rt.

gcd(a, b) gcd(r , r )

b a

ri

b r = b

ri



§

ri+ < ri i = , , , . . .

ri+ ≤ ri

ri

ri+ < ri+ ≤ ri.

ri+ > ri

ri+ ri+ ri

ri = ri+ · + ri+ , ri+ = ri − ri+ < ri − ri = ri.

ri+ < ri i

r k+ < r k− < r k− < r k− < r k− < . . . < k r = k b.

r k+ r k+ < k ≥ b

t ≤ k t+ ≤ k+ rt+

k t

k ≥ b < k− k

log (b) + > (k − ) + = k ≥

�

a ≥ b b a

log (b)+ gcd(a, b)



§

log (b) +

log (b) + b a

b a

r q

r = a− b · q

b = a =

q = a/b ≈

r = a− b · q = − · = .

a/b

b

b = a/b ≈

· = .

r =

gcd( , )



§

= · +

= · +

= · +

= · + ←− gcd =

= · +

b = a =

= a− b.

b = (a− b) · + ,

= −a+ b.

= a− b = −a + b

−a+ b = ( a− b) · + ,

= − a+ b.

− · + · = = gcd( , ),

b a gcd(a, b)



§

b a gcd(a, b)

b a

au+ bv = gcd(a, b)

(u , v )

v = v − a · k
gcd(a, b)

u = u +
b · k

gcd(a, b)

k ∈ Z

r = a− b · q

b = (a− b · q ) · q + r ,

r = −a · q + b · ( + q q ).

r r

a− b · q = −a · q + b · ( + q q )q + r .

r = a · ( + q q )− b · (q + q + q q q ).



§

u v u r = a.u + b.v

ri q q q v

u rt = a · u + b · v b a

rt = gcd(a, b) v

�

b a b a

b a b a

gcd(a, b) =

Au+Bv = gcd(A,B)

gcd(A,B)

A

gcd(A,B)
u+

B

gcd(A,B)
v = ,

au + bv = b = B/gcd(A,B) a = A/gcd(A,B)

− · + · = .

− · + · = .

v = u = − / = / =



§

u au + bv = gcd(a, b)

b a v

b = a =

= · +

= · +

= · +

= · + .

·

∗

· + = ,

· + = .

∗



§

· + = ,

· + = ,

· + = ,

· + = ,

· + = ,

· + = .

u −v b a

· − · =

§



§

au+ bv =

+ = , − =

− = −

+ − =

m b a m ≥

b a m a− b

m

a ≡ b (mod m).



§

m

m =

+ = ≡ (mod ), − = − ≡ (mod ).

−

≡ (mod ).

−

�≡ (mod ).

a ≡ (mod m)

m m

m ≥

b ≡ b (mod m) a ≡ a (mod m)

a ± b ≡ a ± b (mod m), a · b ≡ a · b (mod m).

b a

gcd(a, b) = a · b ≡ (mod m)

m a b b

m



§

gcd(a,m) =

m au− = −mv au+mv = v u

b = v au ≡ (mod m)

a · b ≡ (mod m) m a b

gcd(a,m) = ab − = cm m

gcd(a,m) = m a

�

b m a gcd(a,m) =

b− = /b

m

gcd( , ) = a = m =

· ≡ (mod )

− gcd( , ) = − ≡ (mod )

· ≡ (mod )

a/d m d

· ≡ (mod ) /

− ≡ (mod )

= · − ≡ · ≡ ≡ (mod ).



§

m

m a− m

v u

au +mv = gcd(a,m)

a− log (b) + gcd(a, b)

log (m) m

q m a

r

a = m · q + r, ≤ r < m

a ≡ r (mod m) m − r

≤ r < m m

Z/mZ = { , , , . . . ,m− }

Z/mZ m Z/mZ

Z/mZ m

Z/ Z



§

m a

gcd(a,m) =

(Z/mZ)∗ = {a ∈ Z/mZ : gcd(a,m) = }

= {a ∈ Z/mZ : m a}

m (Z/mZ)∗

a a m a a

(Z/ Z)∗ = { , , , , , , , }.

(Z/ Z)∗

(Z/ Z)∗ = { , , , , , },



§

(Z/ Z)∗

(Z/ Z)∗ (Z/ Z)∗

m

φ(m)

φ(m) = #(Z/mZ)∗ = #{ ≤ a < m : gcd(a,m) = }.

φ( ) = φ( ) =

§



§

p+ k p k

(mod ) ≡

(mod ) ≡

p = , c = , k = ,

c ≡ p+ k (mod ),

p ≡ c− k (mod ).



§

§

RSA

N N g

g gA

g ≡ g (mod N) , g ≡ g · g (mod N) , g ≡ g · g (mod N)

, g ≡ g · g (mod N) , g ≡ g · g (mod N), . . .

A gA ≡ gA (mod N)

A ≈

N gA

gA

A

= + + + + .

= + + + + = · · · · .

, , , , , . . .



§

=

= · · · ·

≡ · · · · (mod )

≡ (mod ).

· · · ·

A



§

A = A + A · + A · + A · + . . .+ Ar · r, A , . . . , Ar ∈ { , },

Ar =

N g
i ≤ i ≤ r

a ≡ g (mod N)

a ≡ a ≡ g (mod N)

a ≡ a ≡ g (mod N)

a ≡ a ≡ g (mod N)

ar ≡ ar− ≡ g
r

(mod N).

r

gA = gA +A · +A · +A · +···+Ar· r

= gA · (g )A · (g )A · (g )A · · · (g r

)Ar

≡ aA · aA · aA · aA · · · aAr
r (mod N).

a , a , . . . , ar N gA

Ai ai

r

A ≥ r N r gA

N log (A) gA

A ≈ A



§

N A

§

a m

m gcd(a,m) =

p Z/pZ Z/mZ

p p ≥ p

p

p p

p

·

b a p p

b a p



§

p

p|a a . . . an,

ai p

g = p g = p g = g|p g = gcd(a, p)

g = g|a p|a

b au + bv = v u

abu+ pbv = b.

p pbv p ab p

b p

a (a a . . . an)

p|a b = a a . . . an a = a

p|a (a a . . . an) p|a a . . . an

p ai p|a a . . . an p|a

�

a ≥

a

a = pe pe pe . . . perr



§

a ≥

E

a

a = p p . . . ps = q q . . . qt,

p |a t s qi pi

q q q . . . qt p

qi qi p

p = q q p p |q

p p . . . ps = q q . . . qt.

s

= qt−sqt−s+ . . . qt

a t = s

�

a

p ordp(a)

ordp( ) = a



§

ord ( ) = ord ( ) = = ·

a ordp ordp( ) = p ≥

a =
∏

primes p
ordp(a)

ordp(a) p

ordp

ordp : { , , , . . .} −→ { , , , , . . . , }

p p

p

Z/pZ a p

b

ab ≡ (mod p).

a− p a− Mod p b

a ∈ Z/pZ

� gcd(a, p) =

a− mod p



§

au+ pv =

a− mod p u = a− mod p

p

(Z/pZ)∗ = { , , , , . . . , p− }.

Z/pZ

p Z/pZ p

C Q R

p Z/pZ

Z/pZ Fp Fp

F∗p (Z/pZ)∗

Fp Z/pZ

a = b b a a, b ∈ Fp

p b a a, b ∈ Z/pZ

a ≡ b (mod p)



§

§

Fp

Fp

F∗p

. . .

≡ ≡ ≡ ≡ ≡ ≡
≡ ≡ ≡ ≡ ≡ ≡
≡ ≡ ≡ ≡ ≡ ≡
≡ ≡ ≡ ≡ ≡ ≡
≡ ≡ ≡ ≡ ≡ ≡
≡ ≡ ≡ ≡ ≡ ≡

a = , , , . . . ,

a ≡ (mod ).

a a

a an ≡ (mod p)



§

. . . a

a ≡

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

(mod ) |a

(mod ) � a

a p

ap− ≡

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

(mod p) p|a

(mod p) p � a

p− F∗p Fp

p − F∗p

p � a p a p|a

a, a, a, . . . , (p− )a (mod p)

p −

ka (mod p) ja (mod p)

ja ≡ ka (mod p),

(j − k)a ≡ (mod p).



§

j − k p (j − k)a p

p a p a p

−(p− ) p− k j j−k

p p− −(p− ) p−

p − ja = ka j − k =

p− . . .

p a

p−

p− p− p−

p− . . .

p (p − )a . . . a a a

p p− . . .

a · a · a . . . (p− )a ≡ · · . . . (p− ) (mod p)

a p −

(p− )! = · . . . (p− )

ap− · (p− )! ≡ (p− )! (mod p).

(p− )! p (p− )!

Fp

ap− ≡ (mod p).



§

�

p =

≡ (mod ).

−

· ·

p

a− ≡ ap− (mod p).

a ap−

p

− ≡ ≡ (mod ).

u+ v =

− ≡ (mod ) (u, v) = ( ,− )

m =



§

m− = ≡ (mod )

m m

m =

m

p a

k ≥ a ap− ≡ (mod p)

a

ak ≡ (mod p).

p a p

n p a an ≡ (mod p)

p− a

k ak ≡ (mod p) p a k

k n an ≡ (mod p)

n = kq + r, ≤ r < k.

≡ an ≡ akq+r ≡ (ak)q · ar ≡ r · ar ≡ ar (mod p).



§

ak k r < k

n k n = kq r =

p− k ap− ≡ (mod p)

�

p

F∗p g ∈ F∗p

F∗p = { , g, g , g , . . . , gp− }.

F∗p F∗p Fp

p−

�

F F

= = = = =

= = = = = .

F

F F

= = = = =

= = = = ,

F F



§

= = = = = =

= = = = = =

= = = = .

Fp p

φ φ(p− ) Fp

{ , , , , , , , , , , , }

k φ( ) = F

k F∗p φ(k) p−

§

·



§

vigenere



§



§

WWII

§

m

c k c k c

m

k



§

m k k k

c

§

k

k

M m K

C c

e : K ×M −→ C

k (k,m) K×M

C m

d : K × C −→M

m ∈M k ∈ K

d(k, e(k,m)) = m.



§

k k

ek :M−→ C

dk : C −→M

dk(ek(m)) = m, ∀m ∈M

ek ek dk k

ek(m) = ek(m
′)

m = dk(ek(m)) = dk(ek(m
′)) = m′.

k d e

(K,M, C, e, d)

ek(m) m ∈M k ∈ K

dk(c) c ∈ C k ∈ K



§

k ∈ K c , c , . . . , cn ∈ C

k dk(cn) . . . dk(c ) dk(c )

(mn, cn) . . . m , c ) (m , c )

k c

(m, c)

§

a = , b = , c = , . . . , z =



§

B = A =

”Bed bug.”

”Bed bug”

.
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FF

§

B B M

B

M

B C

B

M

m ∈M

B m

M



§

mB− . . . m m ≤ m < B m

C K

C M K Bc Bm Bk

K = {k ∈ Z : ≤ k < Bk}

M = {m ∈ Z : ≤ m < Bm}

C = {c ∈ Z : ≤ c < Bc}

K

Bk Bk

Bk −

d

dk(c) k ∈ K

Bk ≥



§

Bk ≥

§

< p < p

C M K

K =M = C = { , , , . . . , p− }

K =M = C = F∗p

Fp

k k ∈ K

ek ≤ k < p

ek(m) ≡ k ·m (mod p).

k.m p p ek(m)

dk

dk(c) ≡ k′ · c (mod p),

p p k k′



§

k′ log p +

k k′

k

k c

ek :M−→ C

m ∈ M k ∈ K c ∈ C k

ek(m) = c

c ∈ C

ek(m) = c k m ∈M

k ≡ m− · c (mod p)

k k

(m, c)

k

p ek(m) = k ·m

c = k ·m

cn . . . c c

gcd(c , c , . . . , cn) = gcd(k ·m , k ·m , . . . , k ·mn)

= k · gcd(m ,m , . . . ,mn)



§

k k

p

m c

k ≡ m− · c (mod p)

ek

p

p

ek(m) ≡ m+ k (mod p)

dk(c) ≡ c− k (mod p)

k = (k , k )

ek(m) = k ·m+ k (mod p),

dk(c) = k′ · (c− k ) (mod p),

p k k′



§

c m

k p n k

p n n

k ·m

p k k′

β ∈ { , } XOR ⊕ XOR

β′ ∈ { , }

β ⊕ β′ =

⎧⎪⎪⎪⎨
⎪⎪⎪⎩

(mod p) β′ β

(mod p) β′ β

XOR

XOR XOR

⊕ = [ ⊕ ][ ⊕ ][ ⊕ ][ ⊕ ][ ⊕ ] = .

ek(m) = k ⊕m, dk(c) = k ⊕ c

B C M K
B −



§

dk ek

k

k

m′ m

c⊕ c′ = (k ⊕m)⊕ (k ⊕m′) = m⊕m′.

k m′ m k

m ⊕ m′

§

k

R : K × Z −→ { , }

R(k, j) j ∈ Z k ∈ K

R(k, j ) jn . . . j j

k R(k, jn) . . . R(k, j )



§

. . . R(k, j ) R(k, j ) jn . . . j j

j R(k, j) R(k, jn)

k R

R(k, ), R(k, ), R(k, ), R(k, ), . . . ,

R

R

R

AES DES



§

R

ad hoc

§

k



§

k C M K

k = (kpriv, kpub),

kpub

ekpub :M−→ C

kpriv

dkpriv : C −→M

K (kpriv, ppub)

m ∈M

dkpriv(ekpub(m)) = m.



§

dkpriv(c)

ekpub

ekpub(m) kpub

kpriv

kpriv kpub ekpub

quiteintriguing

NTRU ECC RSA

§

www.math.brown.edu/ jhs/MathCrypto/CipherWheel.pdf



§



§

Z A



§

RZ RB LW TQ NR JN

JL

ER BU RI NG

the



§

SX QA QV CS NV XC

a, b, c ∈ Z



§

a|c b|c a|b

a = ±b b|a a|b

a|b− c a|b+ c a|c a|b

gcd( , )

gcd( , )



§

gcd( , )

gcd( , )

gcd(a, b)

au+ bv = gcd(a, b) v u

b a

gcd(a, b) = au+ bv = v u

gcd(a, b) = au + bv = v u

gcd(a, b)

au+ bv = (u , v ) (u , v )

u − u b v − v a

au+ bv = g (u , v ) g = gcd(a, b)

k v = v − ka/g u = u + kb/g

au + bv = gcd(a, b)

v u

b a g

au+ bv = g (u, v)

y = b x = g = a u =



§

(g, u, v) v = (g − au)/b y =

≤ t < y g = qy + t y g

s = u− qx

g = y u = x

y = t x = s

au+ bv = g g = gcd(a, b)

(a, b)

( , )

( , )

( , )

( , )

b =

u >

(u, v) u u >

(u+ b/g, v−a/g)



§

gcd(a , a , . . . , ak) = ak . . . a a

ak . . . a a

a u + a u + . . .+ akuk =

uk . . . u u

gcd(a , a , . . . , ak)

m ≥

a ≡ a (mod m), b ≡ b (mod m).

a ± b ≡ a ± b (mod m), a · b ≡ a · b (mod m)

(Z/mZ)∗ Z/mZ

Z/ Z

Z/ Z

(Z/ Z)∗

(Z/ Z)∗



§

m m−

+ ≡ (mod ).

+ + + ≡ (mod ).

· · ≡ (mod ).

· · · · · ≡ (mod ).

≡ (mod ).

≡ (mod ).

· · ≡ (mod ).

m− x

x = x =

x = m− . . .

x+ ≡ (mod ).

x+ ≡ (mod ).

x ≡ (mod ).

x ≡ (mod ).

x ≡ (mod ).



§

x − x + x− ≡ (mod ).

x ≡ (mod ) x ≡ (mod )

≤ x <

gb ≡ (mod m) ga ≡ (mod m)

ggcd(a,b) ≡ (mod m).

m a a m a a

φ φ(m) = m− m

m ∈ Z

− m m − m

m − m ≡ (mod b)

b− m

m+a a m

x

x ≡ (mod ), x ≡ (mod ).



§

y x = + y

y

x

x

x ≡ (mod ), x ≡ (mod ).

x

x ≡ (mod ), x ≡ (mod ), x ≡ (mod ).

gcd(m,n) =

x ≡ a (mod m), x ≡ b (mod n)

gcd(a, b) = b a

N A g N

[x] gA (mod N)



§

(mod ).

(mod ).

(mod ).

{p , p , . . . , pr}

N = p p . . . pr + .

N

a|c a|bc gcd(a, b) =

au+ bv =

ordp

ord ( ).

ord ( ).

ordp( ) p = , , ,



§

ordp p

ordp ordp(ab) = ordp(a) + ordp(b)

ordp(a+ b) ≥ min{ordp(a), ordp(b)}

ordp(a+ b) = min{ordp(a), ordp(b)} ordp(a) �= ordp(b)

( ) ( )

a− (mod p) a p

a = p =

a = p =

a = p =

p− q p

q b b = b = a(p− )/q a ∈ F∗p

bk = F∗p k ≥ b

F∗p q

b �= b = a(p− )/q a ∈ F∗p



§

#{a ∈ F∗p : a(p− )/q �= }
#F∗p

g p g

Fp

p

(i) p = (ii)p = (iii)p = (iv)p =

p

(i) p = (ii)p = (iii)p = (iv)p =

(i) p = (ii)p = (iii)p = (iv)p =

φ( )

φ( )



§

g q = (p − ) p

g �≡ ± (mod p), gq �≡ (mod p)

p g

p

b p � b b p

p b p

X ≡ b (mod p)

p|b p = Z/pZ

p b b p

(i) (p, b) = ( , ) (ii) (p, b) = ( , )

(iii) (p, b) = ( , ) (iv) (p, b) = ( , )

p g p

a a = gk (mod p) p g a

k p

p ≥



§

X ≡ b (mod p)

e ≥

X ≡ b (mod pe)

e

pe+ pe

X ≡ b (mod p) X = α

α ≡ β (mod pe) X ≡ b (mod pe) X = β

β ≡ β′ (mod p) β′ β

pe

≤ p <

(p− )/ (mod p)

p (p− )/ (mod p)



§



§

Now is the time for all good men to come to the eid . . .

NTMAO OHELD WEFLM ITOGE SIRON

Four score and seven years ago our fathers . . .

WNOOA HTUFN EHRHE NESUV ICEME



§

Bad day,Dad.

k = (k , k )

m = k = ( , ) p =

c =

p

p p =

c = c =

m = m =

m =



§

p

ek(m) ≡ k ·m+ k (mod p), dk(c) ≡ k− · (c− k ) (mod p),

n n k n k c m

k =?? k =??? p =

m =???

k−

c =???

p =

k k

?????????????????

K = M = C = Z/NZ N



§

e : K ×M −→ C

e

d e

e

ek(m) ≡ k −m (mod N).

ek(m) ≡ k ·m (mod N).

ek(m) ≡ (k +m) (mod N).

−

m =

m =

⊕

XOR

K

, , ,

K



§

B

B

DES

AES

DES DES

AES

ek(m) = k ⊕m, dk(c) = k ⊕ c

XOR

c =

m =

k

d

M = {m ∈ Z : ≤ m < d}.

d
√
k

d α d

α =
√

= . . . d = k =

m

c ≡ m+ α (mod d)



§

m ≡ α k

c c− α (mod d)

k =

m = d =

k =

m c =

α

α = � d(
√
k − �√k�)�

t �t�

(m, c)

k d α ≡ c−m (mod d) α

k

√
k

m c = km k

c = , c = .

gcd


