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Abstract—The growth in the critical infrastructure (CI) com-
plexity, interdependency, and data flows has required enhanced
reliability assessment methods. This paper proposes a reliability
assessment model which considers various sources affecting the
CI performance, including internal and external fault sources
including natural disasters and malicious attacks. The paper
proposes a hybrid data and model-based approach for a compre-
hensive CI reliability assessment, which considers fault source
effects on CI subsystems and their interdependencies. The
Shannon entropy concept is proposed for detecting any varia-
tions in the system information fault sources. The graph concept
is used to determine interdependencies of CI subsystems. We have
presented two case studies to illustrate the effectiveness of the
proposed method, and compare the results with similar studies.

Index Terms—Critical infrastructures, reliability modeling,
entropy, big data, information measure, Shannon entropy, inter-
dependency, Monte Carlo simulation.

I. INTRODUCTION

RITICAL infrastructures (CIs), such as power, gas, water,
transportation and communication systems represent
systems which are interdependent [1]. Recently, additional
CI integrations have converted them into complex system
of systems, which are characterized by large dimensional-
ity, significant nonlinearity, and strong interactions [2]-[4].
Information and Communication Technology (ICT) and
Integrated Energy System (IES) are two examples of system
of systems which were studies extensively in the last decade.
In recent years, new challenges have been introduced in
CI reliability assessment, which relate to natural disasters
and malicious attacks, growing interdependences, complexity
of data, and dynamic CI behavior. The inclusions of these
challenges have resulted in several new indices and concepts
pertaining to reliability, resilience, robustness, survivability,
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and stability in order to consider these challenges simulta-
neously. Although several studies have been done on these
topics, a unified model has yet to be introduced in order to
consider these concurring features simultaneously.

A Cl is a highly interconnected and interdependent network
of network that consists of thousands of devices, services,
and processes with complex relationships [5]. These devices,
services, and processes contain a large sum of information.
Based on the information-theoretical approach, the occur-
rence of an event (such as a cyber-attack) can change the
complexity of the information in a CI network. The CI relia-
bility assessment is usually based on three main challenges [6]
including the network structure (modeling of interdepen-
dences), network dynamic (data stream) and failure modeling
and analyses. The first challenge in the CI performance
assessment is the inclusion of CI model. Different studies
on CI models have classifies the CI modeling and simula-
tion approaches into six types [7], [8], including empirical,
agent-based, dynamic-based, economic-based, network-based,
and general. CI modeling based on its physical and func-
tional characteristics allows CI to be partitioned into multiple
layers (subsystems) in which appropriate modeling methods
can be applied to each layer to represent CI behaviors and
functionalities.

Considering the first challenge, [9] presented a multilayer
network model that can be used to represent most types of
complex systems such as CIs. Hybrid modeling approaches
have proved to be the most appropriate for capturing CI com-
plex behaviors and assessing their performances under normal
and degraded conditions [2]. The idea of mapping a CIs to
multiple layers was presented in [2] which considered three
steps for the implementation of multilayer hybrid modeling
framework. These steps include decompose Cls into differ-
ent levels, develop subsystem-specific models individually, and
model interactions among subsystems. The interdependency
generally indicates that a proper operation of one element will
depend on the proper function of some other elements [10].
The modeling of infrastructure interdependency is a relatively
new area of research and analyses which is necessary for the
CI reliability assessment.

The second challenge in CI performance assessment is
the evaluation of the big data, which are taken from the
data sources. The growth in infrastructure complexity results
in information growth as CI devices, services, and processes
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contain a vast amount of information. This level of com-
plexity obstructs the traditional approaches for CI reliability
assessment, failure prediction, and maintenance planning. ICT
solutions collect the big data, but extensive models and tools
for creating knowledge from these data are still lacking
required. Data mining methods should be used to predict CI
failure events and calculate correct CI performance. The third
challenge in CI performance evaluation and reliability assess-
ment is the modeling and analyses of fault sources such as
natural disasters, malicious attacks, and technical fault in each
subsystem.

Therefore, a hybrid data-based approach is effective in
a comprehensive assessment of CI reliability which con-
siders subsystem interdependencies, big data, and various
fault sources affecting the CI performance. Accordingly, tra-
ditional deterministic methodologies for stability, security
and reliability assessments cannot represent the exact CI
performance [11] and the corresponding challenges and advan-
tages of hybrid model-based approaches are reviewed in [12].

Review of the Related Work: In this part, we review the
previous reliability work which is categorized into three parts.
First, we review the reliability modeling and present the related
shortcomings when facing with a large sum of data. Second,
we review the research on interdependency modeling for CI
reliability assessment and present their weaknesses in large-
scale cases. Third we review the research on failure sources
and mechanism which affect the Cls reliability.

Common methods for CI reliability assessment include
input/output modeling, network theory, decision analysis,
simulation-based, agent-based, and game theory. For example,
in [13], modeling and reliability evaluation of IES is intro-
duced which is based on Smart Agent Communication (SAC).
In [14], electricity and natural gas systems were combined for
the reliability evaluation of electric power distribution system.
Reference [15] evaluates the network reliability for electric
power, railway, telecommunication, and computer networks
using the game theory. These methods may be inefficient in
large information cases. In such cases, we ally a data-based
model for specific problems, which lead to more generic and
adaptable methods such as machine learning, which often
require less expert knowledge.

A variety of modeling approaches have been used for
the modeling of CI interdependencies. Interdependencies are
typically classified into four categories [5] which include
physical, geographical, cyber, and logical. The CI failure
behavior are affected by interactions among topological, phys-
ical, and operational characteristics which pose significant
challenges to the application of standard risk assessment
tools, which will be inadequate in assessing the levels of
CI vulnerability, reliability, and risk. Reference [16] provides
a systematic perspective of CI vulnerability and risk anal-
ysis. Challenges that affect the CI reliability are divided
into internal and external physical sources. Here, a physi-
cal source represents elements, devices, services, or processes
which are exposed to natural disasters and malicious attacks
based on their occurrence probabilities. The impact of phys-
ical sources on CI reliability has been studied in different
references.

5185

In [10], based on cyber network failures, four types of
cyber-power external interdependencies are introduced which
are Direct/Indirect Element-Element Interdependencies (DEEI/
IEEI) and Direct/Indirect Network-Element interdependencies
(DNEV/INEI). By using P-table, new cyber-power reliability
algorithms for considering direct and indirect interdependen-
cies are presented in [10], [17]; but the effects of these
types of interdependencies have not considered, simultane-
ously. Also, the implementation of this method is cumbersome
in complex CI reliability assessments. Reference [18] investi-
gates cyber-physical power system interdependences by using
a Cyber-Physical Interface Matrix (CPIM) and developing
reliability evaluation methods by considering external interde-
pendencies. However, the method presented in [18] may not
be inefficient in large-scale systems, which is due to the large
sizes of the cyber-physical interface matrix and the resulting
examined states. Reference [19] provides an overview of inter-
dependencies and reliability in a combined ICT and power
system. In addition, the effects of cyber-attacks and natural
disasters on CI models and challenges for solving respective
hierarchies have been presented in several studies [20]-[23].

Contributions of the Proposed Work: Considering the chal-
lenges of network structure (modeling of interdependences),
network dynamic (data stream) and failure mechanism
(modeling and analyses) in large-scale systems, signify that
traditional deterministic methodologies for reliability assess-
ments may not be applicable to CI performance. Moreover,
there are different models and indices which are introduced in
various references for representing the reliability of CI sub-
systems. These indices often determine the reliability of each
subsystem by considering the effects of other subsystems; for
example, the reliability of power systems by considering the
effects of cyber or natural gas systems; But the indices, do not
provide a unified reliability index of cyber-power-natural gas
systems.

There are two approaches for assessing the CI reliabil-
ity including the system level and the topological approach.
In the first approach, the system-level reliability assessment
consists of three stages: 1) assessing the probability of each
component failure; 2) determining the system behavior stem-
ming from component failures; and 3) a hybrid method
for combining the first two approaches to obtain an over-
all system reliability index [2]. The second approach uses
topological methods for describing the system behavior by
ignoring physical constraints such as failure rates of systems
elements [24].

Hybrid methods will combine the strengths of both
approaches to yield models that accurately reflect the CI
reliability. The proposed method in this paper seeks to pro-
vide a new hybrid approach for accurately calculating the CI
reliability which combines the topological approach for con-
sidering different interdependencies and system-level approach
for considering all affecting sources on the system reliability
index. We have considered these challenges by introducing
a unified approach for evaluating the CI reliability. The graph
concept and information theory (specifically entropy con-
cept) are used in the proposed framework for CI reliability
assessments.
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TABLE 1
INTERNAL FAULT SOURCES IN CI SUBSYSTEMS
CI Subsystems | Internal Fault Sources in CI Subsystems

Random failure of power system elements
(generation unit, transmission line, transformer, and
circuit breaker)

Variable power of renewable sources (wind turbines
and solar generator units)

Load forecast errors considering uncertain loads
such as electric vehicles

Physical and cyber losses of communication and
control devices.

Random failure of gas system elements (pipelines,
liquefied natural gas terminals, and compressor
stations) [13]

Gas load forecast errors.

Power system

Cyber system

Gas system

The contributions of this paper are listed as follows:

1) A multilayer hybrid modeling method is proposed for
representing three types of CI system interdependences in
three cyber, gas and power subsystems. 2) A generic system
performance measure is proposed for the CI reliability assess-
ment. A graph theory is used to measure the system entropy
and then a binary model is used to calculate the probability of
reducing the distance between different entropy levels to zero
3) The proposed method considers the CI performance using
internal failure sources in each subsystem and external failure
sources such as natural disasters and malicious attacks. 4) The
proposed CI reliability assessment indices are applicable to CI
subsystems with their specific characteristics.

This paper is organized as follows. In Section II, first fault
sources in Cls and then suitable model for hybrid reliability
modeling have been introduced. In Section III, hybrid reliabil-
ity modeling of CIs, based on graph and entropy concepts has
been presented. Simulation results for a general graph to show
the ability of the newly introduced model for CIs reliability
assessment presented in Section IV and Section V concludes
this paper.

II. CI FAULT SOURCES AND HYBRID RELIABILITY MODEL

We propose three steps for the CI reliability assessment:
1) identifying CI fault sources, 2) providing a suitable
model for expressing the relationship among fault sources,
3) selecting an appropriate method for analyzing the faults.
Fig. 1 shows different fault sources that affect the reliability
of the cyber, gas and power networks.

Fault sources that affect CI reliability are divided into
internal and external groups. Internal faults are originated from
internal sources inside each subsystem and external faults are
originated from interactions among CI subsystems, including
natural disasters and malicious attacks. Different internal fault
sources in CI subsystems are listed in Table 1.

After identifying the CI fault sources, the second step for
the CI reliability assessments is to provide a suitable model
for expressing the relationship among fault sources. The graph
concept is used to determine and analyze interdependencies
and relationships among different system parts.

Third step for the CI reliability assessment is to select an
appropriate method for analyzing the information obtained
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Fig. 1. Fault sources in and between cyber, gas and power networks.

from fault sources and interdependencies. In the CI reliability
assessment, we consider two up/down states for each compo-
nent expressed in one bit with the random information. So,
there are many bits for the CI reliability assessment. Any
system failures will cause changes in the complexity or the
amount of data streams in Cls. In this paper, we use an
information measures for the CI reliability assessment [25].

In this paper, the Shannon entropy concept is applied for
data mining [26] to assess information changes originated
from different CI events. By defining failures as information
sources, the Shannon Entropy is obtained as a probability
distribution function (PDF) of information source. Other
potential entropy methods for our proposed data mining
include Approximate Entropy (ApEn), Sample Entropy
(SampEn), Fuzzy Entropy (FuzzyEn), and Topological
Entropy (FiniteTopEn) which are reviewed in [26].

The proposed reliability framework in this paper offers
a new approach to decompose the CIs characteristics into
smaller subsystems in which each subsystem is modeled as
a graph. The proposed approach connects the smaller graphs
to model the entire system. The graph concept is chosen to
model the relationship among information sources based on
interdependencies. The use of entropy concept will estimate
the information in each CI subsystem by considering sources
that affect the CI reliability. The proposed graph and entropy
method has three essential steps:

Step 1: Draw the CI graph.

Step 2: Compute the CI information using the graph and
entropy concept.

Step 3: Use the Monte Carlo simulation to calculate CI
reliability indices.

III. HYBRID CI RELIABILITY MODEL USING
GRAPH AND ENTROPY CONCEPTS

A. Modeling of CI Subsystems as Graph

Graph theory has been used earlier in
analysis [27]. An undirected graph G =

reliability
(V;E) is
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a mathematical structure consisting of two sets V and E,
where V. = {vi,va,...,v,} is the set of nodes and E =
{e1,e2,..., e} is the set of edges. A CI or any complex
system can be represented as an undirected graph and each
subsystem (power, cyber and gas network) is modeled by
a subgraph which in it every element of the system has
been considered as a link and the nodes are the connections
between elements according to the topology of the system.
Also, interdependencies between subsystems are modeled as
specific links between end nodes of the two dependent ele-
ments or subsystems. The CI graph model is considered with
n terminals (nodes) and m link.

Let m be the number of system components. Links include
components and interdependencies between subsystems in CIs.
Each component i € [m] is assumed to have two states: avail-
able and unavailable. In this paper, the steady-state system
behavior under random component outages is studied. The
steady-state probability of failure is the probability that the
system is unavailable, which means that the system fails to
connect all n terminals. Any collection of unavailable compo-
nents which results in the system unavailability is referred to
as a cut set. A cut set is minimal if it does not contain any
other cut sets. The probability of failure of a cut set is equal
to the probability that all cut set components are unavailable.

Let C = {Cy, ..., Cy} be the set of all minimal cut sets in
a CI. The number of minimal cut sets (n.) is generally expo-
nential in the number of terminals (n). If a specified weight
(w; = log(p;)) is considered for each component, a specified
weight for each cut set, w(C;) = ZieC,— w;, can be calculated.
For any constant o > 1, let Cy, be the set of all minimal cut
sets in a system with a weight that is less than or equal to «,
and N, is the number of cut set in C,. The cut sets in C, is
considered as o-min cut set. Using the cut set approach [28],
the probability of system failure is equal to:

N
P= ZP(C,-) (1)
i=1

where P(C;) is failure probability of i-th cut set and P is failure
probability of the system.

In this paper, minimal cut sets (C;), are introduced
as information sources as shown in Fig. 2 in which
CI is modeled as interconnected graphs and compo-
nent failure uncertainties in each cut set are information
in each source. Three types of interdependencies are
considered among CI subsystems including (i) Source-
Source Interdependencies (SSI), (ii) Network-Source or
Source-Network Interdependencies (stocktickerNSI, SNI) and
(iii) Network-Network Interdependencies (NNI). Fig. 2 shows
the CI graph with SSI and NSI in each subsystem.

The three cases are discussed as follows.

(i) Source-Source Interdependencies (SSI): This interdepen-
dency means that the changes in one information source cause
changes in other sources. Equipment faults cause changes in
information. For example failure in a gas pipeline feeding
a power plant can affect the outage of a generator.

(ii) Network-Source or Source-Network Interdependencies
(NSI, SNI): This interdependency means that changes in
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Fig. 2. CI model using interconnected graphs.

one information source in a specified network/source causes
changes in the information of other source/network. In this
research, the network means a group of cut sets. For exam-
ple, a power blackout can stop operation of water pumps in
a water network. So, each type of interdependency (SSI, NSI,
and SNI) is considered a link which interconnects cut sets (i.e.,
information sources).

In Fig. 2, the unavailability of each subsystem or subnet-
work is considered as an equivalent node shown by red dotted
line in graph model. This virtual node is used for considering
NSI interdependences and introducing NNI as the new type
of interdependency.

(ii) Network-Network Interdependency (NNI): The NNI con-
siders that the performance of one network causes or changes
in the specification of other networks. For example, a failure in
the gas network can reduce the gas required for the operation
of power plants.

After modeling of the system as a graph, the next step
is to introduce the entropy concept for measuring the CI
information for reliability assessment.

B. Measuring CI Graph Information by Using
the Entropy Concept

Reference [29] has introduced the use of information mea-
sures for the detection of events in network streams. Two
widely used information measures are based on complexity
and entropy approaches. This approach takes samples from the
stream and estimates the information content of these samples
by computing the number of steps required to build the sample
string with elementary steps (complexity measures [30]), or
computing the rate at which new patterns appear in the sample
string (entropy measures [31]). The complexity measurement
technique assumes that samples contain a roughly constant
amount of information during normal operation. Also, in this
approach the information carried in a string x is regarded as the
minimum number of elementary steps required to construct x.
The central concept in this area is the Kolmogorov-Chaitin
complexity.
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Fig. 3. Venn diagram of Entropy of a pair of random variables.

The entropy measurement technique assumes that the rate
with which new patterns appear in the samples is roughly
constant. The Shannon entropy merely is a function of the
probability distribution of an information source, rather than
a function of the strings generated by the source which
considered in Kolmogorov-Chaitin complexity. In the CI reli-
ability assessment, random component failures are sources of
information. Therefore, the Shannon entropy is used in the
CI reliability assessment as an appropriate information mea-
sure to assess information changes that are originated from
different CI events, such as faults in devices, services and
processes [25].

Let X be a discrete random variable with probability distri-
bution function P(X). The Shannon entropy E(X) of X which
is a measure of its uncertainty is defined as [25]:

N
E(X) == P(X;)log, P(X)) )
i=1
Let X be a binary Bernoulli random variable,
Y= { 1 wz:th probablzll:ly P } 3)
0 with probability 1—P
Then
E(P) = (—Plogy(P) — (1 = P)logy(1—P))  (4)

E(P) is 0 when P = 0 or 1 and the uncertainty is maximum
when P = % which is the maximum value of entropy [25].
We present the failure probability as a function of time and
entropy.

The information of random variables is calculated for calcu-
lating cut sets. Consider a cut set with two links (two random
variables), in which one of them is from the power system
(Xpo) and the other is from the gas system (Xg). We extend
the definition of entropy, for measuring the information, to
a pair of random variables. The entropy E(Xp,, Xg) of a pair
of discrete random variables (Xp,, Xg) with a joint distribution
D(Xpo, Xg) is defined as [25]:

EXp.Xg)=— Y Y p(xp.x)logy p(p.xg) (5
XPEXP )CgEXG
Based on the Venn diagram presented in Fig. 3:
E(Xpo, X6) = E(Xpo) + E(Xg|Xpo) (6)

The mutual information I(Xp,; Xg) between the random
variables Xp, and X is given by:

1(Xpo; XG) = E(Xpo) — E(Xpo|XG)
E(Xpy, XG) = E(Xpy) + E(XG) — I(Xpo; Xi)

(7
®)
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If two random variables are independent, i.e., (p(Xpo, Xg) =
P(Xpo)-p(xg) or 1(Xpo; Xg) = 0), then
E(Xpy, XG) = E(Xpo) + E(Xg) )
So,
E(Xpy, Xg) < E(Xpy) + E(Xg) (10)

The entropy of a collection of random variables (different
links in each cut set) is the sum of the conditional entropies.

If X1,X>, ..., X, can be drawn according to p(x1, x2, ..., Xn),
then:
n
EX\, X2, .., X) = Y EXilXio1, ..., X)) (1D)
i=1
If variables are independent:
n
EX1. Xy, ... X)) = Y _E(X) (12)
i=1

Here, (1) can be used for measuring the information level in
information sources. Various system states can be considered
by use of conditional entropy in this equation. The Shannon
entropy is the expected value of information associated to
a single event. By examining the entropy associated with dif-
ferent system states, we can estimate the system events. As
mentioned in (12), if variables are independent, the entropy
in a cut set is the sum of the entropies of all variables in the
cut set. In this paper, the upper limit of information (entropy)
in a cut set will first be calculated without considering any
interdependency. The first case study has analyzed a general
graph based on this assumption. Then, using (8) and (11),
we study the effects of interdependencies on CI reliability by
introducing the information on interdependency. The second
case study has analyzed these interdependencies.

Suppose that the system graph model is generated with n
elements. The i-th element is expressed by m different inde-
pendent random‘ variables X; = [X},Xiz, ..., X}"] for each
failure. Each Xf is a Bernoulli distribution function with
Pi.(j = 1, ..., m) representing the probability of being in the
down states because of physical failures of each element, mali-
cious attacks, natural disasters, human errors, or unavailability
of renewable sources. Therefore, because X{ is independent
random variable, an overall probability of failure for i-th ele-
ment (link), P;, can be calculated based on probability theory
as follows:

ey

=1

13)

We have the probability of failure for each element (link)
and the whole system. By applying the Shannon entropy to
each graph link, the information on failure uncertainty of each
element is calculated as follows:

E, = (Pilog, Pi + (1 — Pj) logy (1 — Py)) (14)

We calculate the changes in the graph information level
(i.e., the system performance measure). In the first step, the
graph information level is calculated. Based on (1), the system
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failure probability is dependent on the failure of all cut
sets. Therefore, the system failure information is related to
information of all cut sets. Accordingly, if the upper limit of
entropy in each cut set is considered, the information in each
cut set is calculated based on (15) which uses (12),

ne
Ei(E\.Ey.....Ey) =) Ep (15)
k=1

where E.; is the entropy of the i-th cut set, n, is the number
of elements in this cut set, and E} is the entropy of elements
in the cut set. If the upper limit of system entropy is con-
sidered, the system entropy will be calculated based on (16)
which uses (12). E; is the information on the system failure
uncertainty in which the whole system information is calcu-
lated based on (14) and (15). The approach use the following
equation where J is the minimum cut set of the system and
E, is the entropy of each cut set in the system,

J
Ey(Ec1.Eqa.....Ec;) =) Eer (16)
r=1

The change in information is equivalent to an event occur-
rence. After calculating the system information for the reliabil-
ity assessment, we will discuss in the next section the changes
in the level of information and entropy. Here, we analyze the
interdependency based on its effect on information sources
(cut sets).

Two random variables are independent if p(xp,,x;) =
P(Xpo).p(xg) or 1(Xpy; Xg) = 0. Two random variables be
dependent if I(Xp,; Xg) is non-zero. The mutual information
index introduces the level of dependency of variables. Each
minimum cut set in subsystems is considered an information
source in order to calculate the system information level. So,
based on these sources, interdependencies in and between sub-
systems, which affect the system performance, are determined
as follows:

The mutual information among system cut sets is for dif-
ferent types of interdependencies in and between subsystems.

The mutual information between two minimum cut set is
SSI. The mutual information between a minimum cut set and
a group of cut sets (in one subsystem) is SNI or NSI. The
mutual information between two groups of cut sets is NNIL.

C. System Reliability Assessment Based on Graph-Entropy

For a CI, different levels of entropy can be obtained based
on (16) and the changes in CI information level are monitored
for events detection. Suppose function E(f, p), which is drawn
based on failure probability of different states, and different
plates are shown in Fig. 4. Plate Ey shows the zero entropy
level. The system entropy is zero for P =0 and P = 1. At
Ep and P = 0, the system has a correct performance, and in
P =1, the system certainly has as an incorrect performance.

The distance between Ey plate and D(Ep, E) plates
related to different system states, which describes the system
performance, is proposed for the CI reliability assessment.
When ClIs is in its normal operation, the probability of system
failure is close to zero. So, the system is operated in region A.
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Fig. 4. Reliability and entropy distance relation.

In this region, adding any uncertainty will increase the system
unreliability. In region A, CI elements have low failure prob-
abilities, and limiting the failure probability to zero causes
the distance between the E plate and the normalized entropy
(information about uncertainty) of the whole system, and plate
Ep, closer to zero with a high probability. Based on this
description, the reliability of the system based on performance
measure of system can be defined as follow:

The reliability of a system modeled by a graph is the
probability of approaching the distance between E and Ej to 0.

reliability = {Pr(D(Eo, E) — 0 In region A} 17

The calculation of D(Ey, E) as the distance between E
and Ep and probability of approaching D(Ey, E) to zero are
two important points in (18). D(Ep, E) is calculated by using
the Kullback-Leibler concept which measures the distance
between two probability distributions based on (18) [25].

Ep(x)
E()

D(Ey, E) = ) Eo(x) log,

xeX

Based on (18), D(Ep, E) = 0 if and only if Eo(x) = E(x).
Because of the stochastic system behavior, the probability of
approaching D(Ey, E) to zero has been calculated by the Monte
Carlo method which is discussed as follows.

In the following, conventional reliability indices are
presented and then redefined with the graph and entropy
concept for calculating the system reliability.

The system reliability indices range from network
performance to network connectivity reliability indices [32].
Examples of network performance reliability indices include
Average Service Availability Index (ASAI), System Average
Interruption Frequency Index (SAIFI) and etc. The network
connectivity reliability merely considers network topology
and introduces the ‘probability of connectivity achieved by
network’ as a reliability criterion, which includes two-terminal
connectivity, K-terminal connectivity, and all-terminal connec-
tivity reliability [33].

A general trend for system modeling and the network con-
nectivity reliability index assessment by applying the graph
and entropy concept is expressed as follows.

(18)
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Step 1: Specify elements that influence CI subsystem
reliabilities (power (Po), gas (G) and cyber (Cy) system).

Step 2: Based on the system topology and relations among
subsystem elements (internal interdependencies), draw an
equivalent subsystem graph such that any elements that per-
form as a set is considered a link and any element input/output
is modeled as a node in the graph.

Step 3: Based on external interdependencies of power, gas
and cyber system draw an equivalent system graph such that
any interdependencies is considered a link.

Step 4: Determine minimal cut sets in the system graph.

Step 5: Generate Py as a failure probability vector for system
elements,

Ps:[PPo Pg PCy] (19)

The probabilities are calculated based on (13) by consid-
ering affecting failure sources for each element including
random system failures, malicious attacks, natural disasters,
human errors, and unavailability of renewable sources.

The failure probability of power, gas and cyber system
elements is calculated as,

PposGicy, 1> ProjG/Cy,2s -

-» PpojGreyis -+ - ]
PpojG/cy, npo/nc/ncy

PposGicy = [
(20)

where, np,, ng and nc, are the number of elements in power,
gas and cyber system.
Based on (13), Ppy/G/cy,i is stated as,

m
PposGcy,i = npi

j=1

21

where, Pf represents any failure source for an element.
Considering that there are multiple scenarios for system reli-
ability studies, several failure probability terms is considered.
Step 6: Calculate the entropy of each element (E;) and cut
set (E.) by using (14) and (15).
Step 7: Calculate the system entropy based on (16) (Ej).
Step 8: Calculate D(Ey, E;) for E; and Ey based on (18).
Step 9: The probability that D(Ey, E,) approaches 0 is the
system reliability. This probability is an index for network
connectivity reliability assessment which is calculated by the
Monte Carlo method as,

1 N
R= 5D (e (x).0) =) 22)
=1

where, [ is the identity matrix, € is a small number, and vector
X is a Bernoulli random variable defined in (3) with P calcu-
lated from (19). After any change in the system state (change
in information level), P is redefined as in (1).

In this paper, graph theory is used to measure the system
entropy and then a binary model is used to calculate the proba-
bility of reducing the distance between different entropy levels
to zero. The method is summarized in Fig. 5.

Accordingly, input data requirements for the proposed algo-
rithm are probability distribution functions which influence
the availability of system elements such as malicious attacks,
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Step 1: Specify elements that influence the reliability index

|

Step 2: Based on system topology and relation between the elements and by
assuming each element of the system as a link, draw a graph of the power
grid.(Internal interdependencies)

195 IO 29 SJUSWI[O JO
Aurenrooun Sunenoe))

Step 3: Based on relation between power system and other system, draw equivalent
graph of this systems and then connect to power system’s graph. (External
interdependencies)

)
Step 4: Determine the minimal cut sets in the graph model of the system as information sources
v

‘ Step 5: Calculate overall failure probability for all elements of the system (Eq.19)
¥

‘ Step 6: Calculate entropy of each element and cut set using Eq.14,15 ‘

Step 7: Generate random sample for components: X=Ber (P), (P is failure
probability of each element)

Q
¥ g
Step 8: Calculate the uncertainty of the whole system (Es) by random variables of step 7, &
according to Eq.16 (@]
&
i =
=]
@
2
=]
=
2
=]
=]

‘ Step 9: Calculate the distance between E; and E, (D(E, ,E,)) based on Eq. 18. ‘

YES

NO
3

Step 10: Calculating the reliability using the Eq. 22‘

Any change in the system state
Changes in information level

Fig. 5. Modeling and reliability assessment of a system.

natural disasters, human errors, and unavailability of renewable
sources. These probabilities of failures are updated in every
time window. The accuracy of the method is enhanced by
increasing N which is the number of iterations in the Monte
Carlo algorithm.

IV. CASE STUDIES

The proposed network reliability indices range from
the network performance to network connectivity reliabil-
ity indices. To illustrate the effectiveness of the proposed
method for assessing the two kinds indices, two scenarios are
considered in this section.

First Scenario: In the first scenario, the failure probabil-
ity is calculated by selecting a general graph and the results
are compared with those in [34] for the all-terminal con-
nectivity reliability assessment scenario. In this example, the
system graph is modeled by specifying links and interdepen-
dencies. In this scenario, the failure probability is considered
for a system whose terminals are connected through compo-
nents that experience random failure and repair processes over
time.

Fig. 6 depicts a simple system with n = 9 nodes and m = 12
links. The unavailability of all components is p for values
listed in Table. II. For six section time (t), Table II lists the
maximum failure probability of a cut set (P*), &, and the num-
ber of @-min cut sets being enumerated (Ny) [34]. In this case,
for the comparison of our simulation results with others, only
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Fig. 6. A system with 9 terminals and 12 components [34].

TABLE 11
PROBABILITIES OF COMPONENT FAILURE AND CUT SETS IN FIG. 6

T Pp P* a Ny
1 le-2 le-4 293 53
2 le-2.6 6.31e-6 222 37
3 le-2.8 2.51e-6 2.09 37
4 le-3 le-6 2 20
5 le-3.2 3.98e-7 192 20
6 le-3.4 1.58e-7 1.84 20
TABLE III
PROBABILITIES OF SYSTEM FAILURE IN FIG. 6
T E D(Ey,E) P Error
%
Proposed Ref[34] %)
1 0.0360 0.0036 0.0051 0.0053 3.0189
2 0.0056 0.0058 2.3200e-4 2.3347e-4 0.6296
3 0.0044 0.0015 9.2000e-5 9.287e-5 0.9638
4 0.0041 0.0014 2.1000e-5 2e-5 5
5 0.0040 0.0010 8.0000e-6 7.96e-6 0.3769
6 2.8014e-5 1.2725e-4 3.0000e-6 3.16e-6 5

the probability of being in the down state (Pp = A/A + ) is
considered for each element and then the failure probability of
each cut set is calculated. The entropy of each state of system
(E), distance between E and Ey plates (D(E, Ep)) and failure
probability of a system which shown in Fig. 6, for various fail-
ure rates of components in different section times are listed in
Table II and simulation results of the newly introduced method
have been compared with [34]. For this purpose, first minimal
cut sets (information sources) have been determined. Next,
information about failure uncertainty of each element and cut
set based on steps 5-8 and eventually, the failure probability of
a system based on step 10, have been calculated. In Table II,
the failure probability of system has been listed in column P
(Proposed and Ref columns). The failure probability of each
cut set is presented in [34] which have been expressed as P*
in Table II. Based on these values, the system failure proba-
bility is calculated using (1) and the corresponding results are
shown as [34] in Table III. Our simulations were done using
MATLAB and the results shown in Table III indicate less than
5% error for different states in comparison to [34].

In Table I, three-time sections are considered and the cor-
responding failure probability of the system is depicted in
Fig. 7 (P (t, E)). Fig. 7 shows that an increase in downstate
probability will increase the system entropy and the failure
probability.

Second Scenario: In the second scenario, the Swiss high-
voltage Electric power supply system (EPSS) is introduced

uuad_l‘,uss@,:
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Fig. 7. Failure probabilities in Fig. 6 as a function of time and entropy.

as CI by considering power and cyber subsystems. The com-
prehensive results are provided in https://faculty.kashanu.ac.ir/
mhejazi/en/page/15312/cis-illustrative-example.

V. CONCLUSION

In comparison to previous works on the CI reliability assess-
ment, different challenges signify that traditional deterministic
methodologies for reliability assessments cannot represent the
comprehensive CI performance. The modeling of network
structure (interdependences), network dynamic (data stream),
failure mechanism, and the introduction of proper indices for
the reliability assessment of CI subsystems are examples of
these challenges. These challenges have been addressed in
this paper by introducing a new performance measure for
the CI reliability assessment, which consists of the following
components: 1) a multilayer hybrid model for represent-
ing interdependences in and between CI subsystems. Three
types of interdependencies are introduced using the multilayer
model for considering simultaneous sources of uncertainty
in subsystems and interdependencies between subsystems.
2) A performance metric for reliability assessment is intro-
duced which can consider various sources affecting the system
performance, including internal fail sources in each subsys-
tem and external fail sources such as natural disasters and
malicious attacks. Also, 3) Reliability indices are provided for
CI subsystems without regard to the nature of the subsystem.
To illustrate the effectiveness of the proposed method, fail-
ure probability of a general system is presented by selecting
a general graph. The proposed results corroborate the accu-
racy of the proposed method in comparison to other studies.
However, we believe that considerably more work is to be done
to demonstrate the effectiveness of the proposed algorithm on
practical cases which include power, gas and cyber systems.
In addition, the consideration of resilience, robustness, surviv-
ability, and stability will be imperative for assessing the merits
of the method proposed in this paper.
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