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About this Research Topic

The reliability and resiliency of smart grids are essential concerns. Integrating the cyber systems
(communication, control, monitoring, and protection networks) is a new challenge that might affect the
smart grids’ reliability. Hence, developing the research works in the areas of reliability evaluation of
smart grids, considering the cyber-physical interdependencies, cyber-attacks, security constraints, is
crucial and has received much attention. The resiliency of smart grids and critical infrastructure
systems (CIPs) is another essential issue, which has been highlighted recently. More resiliency is
achievable by using the smartness of the communication-aided systems in smart grids. However,
some negative impacts like cyber-attacks and cyber-physical interdependencies might affect the
resiliency of the smart grids.

This Research Topic encourages researchers to present the recent outputs and achievements in
reliability and resiliency of smart grids, focusing on cyber-physical features. The concentrated research
topic helps researchers source recent studies about energy hubs and smart grids. The coverage
embraces but is not limited to:

+ Reliability evaluation methods for smart grids, considering cyber-physical interdependencies,
+ Resiliency metrics based on cyber impacts,

« Studying the negative/positive impacts of cyber systems to intensify/mitigate uncertainties,
+ Reliability, security, and resiliency metrics for cyber-physical systems,

* Cyber-attacks threats for smart grid's reliability,

« Information transmission errors analyses,

* Cyber security of smart grids,

+ Cyber and physical/power failures analyses,

« Critical infrastructure systems’ resiliency,

« Smart grids’ sensor structures,

* Reliability of different communication protocols,

* Root causes for failures in smart grids, as cyber-physical systems,

* Risk-based maintenance of smart grids, focusing on cyber systems,

+ RTU and PMU-based control and monitoring systems incorporating reliability concerns.

Keywords: Reliability, Resiliency, Smart Grids, Cyber-physical systems
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Special Issue Information

Dear Colleagues,

Designing an appropriate protection system is one of the essential challenges in conventional power
systems and smart grids. The reliable and secure protection of conventional generation, transmission,
and distribution systems is crucial. However, the protection of modernized future grids toward smart
grids encounters new challenges and opportunities. New challenges in energy system protection
appear due to the increase in the penetration of renewable and non-renewable distributed generations.
The changes in network topology and operation modes (islanded and grid-connected modes) intensify



the new communicated adaptive protection schemes and novel communication-free ones. Smart
communication-aided protection systems should be adopted for communication protocols, IEC 61850
requirements, and cyber—physical features. Although much attention has been paid to the protection of
power systems and smart grids, there are still many challenges and research gaps that should be
responded to by new research works and ideas. Developing protection schemes for electrical energy
systems should consider selectivity, speed, reliability, resiliency, stability, and economic constraints.
Investigating the comprehensive aspects of the protection system, particularly in smart grids, might be
challenging.

This Special Issue encourages researchers to present the recent outputs and achievements in power
system protection and smart grids. The concentrated research topic helps researchers source recent
studies dealing with power systems and smart grid protection.

Topics on interest include, but are not limited to, the following:

e Power system protection;

e Protection of microgrids and smart grids;

e Protection system optimization;

* Protective relays (overcurrent, distance, and differential);

e Distribution and transmission system protection;

¢ Relay testing technologies;

e Determining the settings for protection relays;

e Fault locating methods;

o Wide area measurement, protection, and control (WAMPAC);

¢ Adaptive protection;

e Cyber—physical features of protection systems;

e Protection of DC microgrids and inverter-based microgrids;

e Special protection;

e |[EC 61850 & communication-aided protection systems;

e Power system protection considering power quality challenges;

e Hardware in the loop & real-time simulations in power system protection;

e Instrument transformers, including current transformers and voltage transformers, based on IEC
61689 standards;

e Automation and digitalized protection systems.

Dr. Hamed Hashemi-Dezaki
Dr. Ali Karimi

Dr. Hamed Nafisi
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Manuscript Submission Information

Manuscripts should be submitted online at www.mdpi.com by registering and logging in to this
website. Once you are registered, click here to go to the submission form. Manuscripts can be
submitted until the deadline. All papers will be peer-reviewed. Accepted papers will be published
continuously in the journal (as soon as accepted) and will be listed together on the special issue
website. Research articles, review articles as well as short communications are invited. For planned
papers, a title and short abstract (about 100 words) can be sent to the Editorial Office for
announcement on this website.


https://www.mdpi.com/
https://www.mdpi.com/user/register/
https://www.mdpi.com/user/login/
https://www.mdpi.com/user/login/
https://susy.mdpi.com/user/manuscripts/upload/?journal=sustainability

Submitted manuscripts should not have been published previously, nor be under consideration for
publication elsewhere (except conference proceedings papers). All manuscripts are thoroughly
refereed through a single-blind peer-review process. A guide for authors and other relevant information
for submission of manuscripts is available on the Instructions for Authors page. Sustainability is an
international peer-reviewed open access semimonthly journal published by MDPI.

Please visit the Instructions for Authors page before submitting a manuscript. The Article Processing
Charge (APC) for publication in this open access journal is 1900 CHF (Swiss Francs). Submitted
papers should be well formatted and use good English. Authors may use MDPI's English editing service
prior to publication or during author revisions.
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